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• Deadline 30th June 2021

• Improvement plan guidance launched

• CE+ Onsite Assessment not a mandatory requirement.

• National Data Opt out date has been extended to 

September for 1.4.4 is being made non-mandatory

• Spot checks (1.5.2) are not required to be physical can be 

digital or remote.

• Training requirement 3.2.1check the tooltip 
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Cyber Essentials + and DSP Toolkit

• The requirement to have an On-site assessment by 30 

June 2021 is no longer mandatory.

• The questions of Cyber Essentials have been 

incorporated into the Toolkit for NHS Trusts Standards 

met it is the ‘+’ element which relates to the On-site 

assessment.

• Updated comms on news page 

https://www.dsptoolkit.nhs.uk/News/91
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DSP Toolkit 20-21 NHS Trusts, Newly Mandatory

1.7.3 A data quality forum monitors the effectiveness of data quality 

assurance processes.

8.3.4 Where a security patch has been classed as critical or high-risk 

vulnerability it is applied within 14 days, or the risk has been 

assessed, documented, accepted and signed off by the SIRO with an 

auditor agreeing a robust risk management process has been 

applied.

4.2.3 Logs are retained for a sufficient period, reviewed regularly and 

can be searched to identify malicious activity.

9.1.2 The Head of IT, or equivalent role, confirms all organisational devices 

have had their default passwords changed.

4.2.5 Are unnecessary user accounts removed or disabled? 9.3.2 The SIRO or equivalent senior role has reviewed the results of latest 

penetration testing, with an action plan for its findings.

4.5.2 Technical controls enforce password policy and mitigate against 

password-guessing attacks. 
9.6.5 End user devices are built from a consistent and approved base 

image.

4.5.3 Multifactor authentication is used [wherever technically feasible]. 9.6.6 End user device security settings are managed and deployed 

centrally.

6.2.5 Antivirus/anti-malware software scans files automatically upon 

access.
9.6.7 AutoRun is disabled.

6.2.6 Connections to malicious websites on the Internet are prevented.  9.6.10 You have a plan for protecting devices that are natively unable to 

connect to the Internet, and the risk has been assessed, 

documented, accepted and signed off by the SIRO.

7.3.5 When did you last successfully restore from a backup? 9.7.2 Has the administrative interface used to manage the boundary 

firewall been configured such that; it is not accessible from the 

Internet, it requires second factor authentication or is access limited 

to a specific address?

7.3.6 Are your backups kept separate from your network ('offline'), or in 

a cloud service designed for this purpose 
9.7.5 Have firewall rules that are no longer required been removed or 

disabled?

8.1.3 Devices that are running out-of-date unsupported software and no 

longer receive security updates (patches) are removed from the 

network, or the software in question is uninstalled. Where this is 

not possible, the device should be isolated and have limited 

connectivity to the network, and the risk assessed, documented, 

accepted and signed off by the SIRO.

9.7.6 Do all of your desktop and laptop computers have personal firewalls 

(or equivalent) enabled and configured to block unapproved 

connections by default?
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DSP Toolkit 20-21 CCG/CSU, Newly Mandatory
4.2.5 Are unnecessary user accounts removed or disabled?

6.2.3 Has antivirus/anti-malware software been installed on all 

computers that are connected to or capable of 

connecting to the Internet?

7.3.5 When did you last successfully restore from a backup?

7.3.6 Are your backups kept separate from your network 

('offline'), or in a cloud service designed for this purpose 

8.3.4 Where a security patch has been classed as critical or 

high-risk vulnerability it is applied within 14 days, or the 

risk has been assessed, documented, accepted and 

signed off by the SIRO with an auditor agreeing a robust 

risk management process has been applied.

9.7.1 Have one or more firewalls (or similar network device) 

been installed on all the boundaries of the organisation's 

internal network(s)?
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DSP Toolkit 20-21 (Small organisations)

• All mandatory evidence items updated

• Worked with IPC and organisations who haven't 

completed a toolkit before to improve wording, on screen 

guidance and links to support materials.

• Additional requirements on records, passwords and 

mobiles. 

• Dedicated support for social care 

https://www.digitalsocialcare.co.uk/data-security-

protecting-my-information/data-security-and-protection-

toolkit/
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Evidence item 3.2.1

• Have at least 95% of all staff, completed their annual 

Data Security Awareness Training?

• Please provide your highest percentage figure for the 

period 1st April 2020 - 30th June 2021 in the space 

below with an explanation of how you have calculated 

the figure. 

• This can be calculated from local materials/E Learning 

system and/or the national Data Security Awareness E-

Learning system.
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Evidence item 3.2.1

• Include training undertaken between 1st April 2020 – 30th June 

2021 not only since the Toolkit had been published. So If a 

member of staff completed training on 25th September 2020 

and you included them in your figures for last year, you could 

include them in this year's figures as well as last years.

• It can be your ‘best’ score.

• You can use your own training package as long as it covers the 

same learning objectives, signed off by SIRO or CG and has a 

test which staff must pass.

• Learning objectives available https://portal.e-

lfh.org.uk/Component/Details/544182

Key messages

Facts and Figures

DSP Toolkit 20-21

Updates

Support

https://portal.e-lfh.org.uk/Component/Details/544182


Top Tips

• Check your owners of each assertion are still correct

• Check your Organisation Profile before you publish as it 

will save stress on publication.

• National Data Opt out date has been extended to 

September for 1.4.4 is being made non-mandatory

• Spot checks (1.5.2) are not required to be physical can be 

digital or remote.
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What is stopping you publishing?

• Not all Mandatory evidence items answered

– Or only responded to in the comment box

• Assertions with mandatory evidence items not confirmed.

• No Administrator set up

• Owners set up but not around

• Change in Organisation profile not confirmed

• Forgotten password

• Branches not selected
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Audit Guides
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Support 

Overview and user guide https://www.dsptoolkit.nhs.uk/Help/3

Helpdesk exeter.helpdesk@nhs.net https://www.dsptoolkit.nhs.uk/Home/Contact

Step by Step guide with Templates and examples 

https://www.digitalsocialcare.co.uk/latest-guidance/completing-standards-met-on-the-

data-security-and-protection-toolkit/

Videos 
https://www.digitalsocialcare.co.uk/latest-guidance/video-guides-how-to-complete-the-data-
security-protection-toolkit/

Big Picture guides

https://www.dsptoolkit.nhs.uk/Help/5

Audit guides https://www.dsptoolkit.nhs.uk/Help/64

Improvement Plans https://www.dsptoolkit.nhs.uk/News/improvement-plans
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